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Name of the service CESiD - Czech Educational and Scientific 
Identification 

Description of the Service CESiD carries out the authentication of users 
and manages and delivers their access rights 
and other relevant personal data to the 
services relying on it. 

Data controller CESNET, zájmové sdružení právnických osob 
(CESNET, association of legal entities) 
 
General Information on CESNET Processing 
and Protection of Personal Data: 
https://www.cesnet.cz/en/gdpr  

Data controller’s data protection officer oou-zadost@cesnet.cz  

Jurisdiction and supervisory authority CZ Czech Republic, office for personal data 
protection 

Personal data processed CESiD gathers contact and identifying 
information, such as: name; email address; 
membership in the groups you are affiliated to; 
permissions and other information that defines 
your authorisation to access services; external 
identifiers from the login service you use, 
provided by your identity providers (e.g. unique 
identifier, affiliation). 
 
List of your personal data processed can be 
found on your profile page. If you are not 
registered with a CESiD yet, you will get the 
information during the registration process.  

Purpose of the processing of personal data 
 

CESiD processes your personal data to 
identify and authenticate you as a user of the 
services, and to manage your access rights 
and other personal data for the services. 
Processing of this kind of personal data is 
necessary for the performance of the contract 
between you and CESiD. 
 
Your personal data is sent to a relying service 
based on your consent. 
 
The log files produced by the CESiD 
components will be used only for 
administrative, operational, accounting, 
monitoring and security purposes. Personal 
data of this kind are processed based on 

https://www.cesnet.cz/en/gdpr
mailto:oou-zadost@cesnet.cz
https://uoou.gov.cz/en
https://uoou.gov.cz/en
https://account.cesid.cesnet.cz/


legitimate interest of the CESiD provider. 

Third parties to whom personal data is 
disclosed 

CESiD organizes users into so-called Virtual 
Organizations (VO) which may have a different 
personal data controller, with which CESNET 
always has a legal agreement and for which 
serves as the personal data processor. The 
personal data controller for each VO is 
specified in a VO’s application form displayed 
before applying for joining the VO.  
 
Namely, the e-INFRA CZ VO has the joint 
personal data processor of CESNET, Masaryk 
University and VSB - Technical University of 
Ostrava as specified in Information on the 
processing of personal data in the e-INFRA CZ 
infrastructure. 
 
CESiD will also release your personal data to 
the services you are using through the CESiD 
authentication. CESiD may transfer your 
personal data to service providers based in the 
countries outside the EU and EEA following 
your explicit consent. 

How to access, rectify and delete the 
personal data and object to its processing 

Go to your account page or contact the Data 
Protection Officer above.  
 
To rectify the data released by your home 
organisation, contact your home organisation’s 
IT helpdesk. 

Data retention Your personal data is deleted on request or if 
you are not a member of any Virtual 
Organization (VO) in CESiD for 6 months. 
Data retention in each Virtual Organization 
depends on the policy set by the VO’s 
personal data controller. 
 
The operational logs and related information is 
kept independently in order to guarantee the 
security of the infrastructure and its 
optimisation, and deleted after 18 months. 
Details are specified in Processing of personal 
data at CESNET association. 
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